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Risk Tolerance and Human Performance

Context: Current Performance

Plant

« Engineering Design

« Equipment Certification You Are Here

« Operations/Maintenance Process
« Availability/Reliability * Hazard Identification . |
. Fit for Purpose . Risk Management Congratulations!

Now What?

« Policies and Procedures

* Integrity Management

Risk

« Audit and Verification

ALARP?
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The Challenge
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Do you believe that all unplanned
events can be prevented?

. Percentage of
Choices Responses g
Total Responses

Yes 21 —
Yes but not all are worth the 15 25%
investment

No but.our culture is not ready to 3 14%
accept it

No 15 25%

* Humans are complicated and
unavoidable

» Certain types of Human Failure
are not preventable

* Influencing Human Behavior is
not easy

* Limited manpower and
supervisory resources

+ Traditional supervisory and
management behaviors are
culturally embedded

differ according to the Human
Failure type involved

The Challenge

* Preventive and Corrective Actions

People

* Leadership
 Attitudes/Behaviors

« Training/Competency
* Human Performance
Factors
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Human Failure Types
Slip
Lapse
Mistake

Violation

Slips & Lapses

ONE PROBLEM
ONE SCOT
ONE BEER
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Mistakes & Violations

* Need to understand the context as there
are different drivers of both

* For example, was the violation willful and
malicious? Or, was it ‘the way we do
things around here’?

In your current investigation
methods have you reduced the risk
of a reoccurrence of the event?

_ Percentage of
R

Yes 15 25%
Yes and can measure the progress 11 18%
No 17 28%
Unsure 18 30%
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Human Failure in an Unplanned Event

Person did
something other
than what they
intended to do

Person acted as they

— OR— intended, but should have

done something else to
satisfy our expectations

Inadvertent - Deliberate
At-Risk Action -= At-Risk Action
i
Action | Person believed act Person knew act
Error to be correct was not correct
Action-based Thinking Deliberate
“Slip”? Error Non-Compliance
e.g. inattention, R . .
g misstep “Mistake” “Violation”
e.g. deviates from
Memory-based Rule-based? procedure
« no e.g. misapply .
Lapse”? experience to novel Routine?
e.g. forqetf:ulness, situation Enabled?
omission Situational?
- - - Knowledge- Difficult?
Is the evidentiary basis based? Exceptional?

e.g. insufficient or
incorrect procedure,
miscommunication

Non-Enabled?

sufficient to differentiate?

Pragmatic Resource Investment

* Should all Unplanned Events be fully investigated?

* Which Unplanned Events are worth investing resources
in to prevent reoccurrence?

+ Sustainable Organizational Learning requires systems /
processes BUT there’s a fine line between added value
processes and bureaucracy.

* Not all learning opportunities are worth the resource
spend.

* How do you decide which are?
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How do you decide when an
investigation is needed?

! Percentage of
h R

Incident Severity 35 56%
Risk Matrix 19 31%
Unintended Consequences 6 10%
Whether a
customer/manager/VP says 2 3%
something

Context: Logic vs Reality

Individual Group
Traits Dynamics

S 4 ) 3

vPSI
Max Effectiveness
Max Efficiency

¥

Real Life Pragmatic Application

Existing
practice
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Event / Action Process Overview

N
—_— > > ; Record
m : and trend

Context: Significance

Outcomes

Probability
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Context: Significance

Probability

Outcomes

What are the stages in your current
process for investigating events?
(Multiple Choice)

- Percentage of

Immediate response and

communications 46 87%
Gather information 51 96%
Data quality check 17 32%
Root cause analysis 48 91%
Issue report 40 75%
Validate actions 33 62%
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@ Determining Risk-Based y
Significance High risk

= vehicle &
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No
Note: this process
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unpreventable &9 )
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Significant
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Event
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~N—

Event / Action Process Overview

Record
and trend

© 2020 vPSI Group, LLC All rights reserved

11



Risk Tolerance and Human Performance

Types of Unpreventable Events

» Acts of Nature

* Acts of Third Parties

* Human Error (Some)

* Extremely Complex Events
+ Semi-Predictable Failures
* Undetected Latent Errors

Context: Preventability
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Context: Preventability

Outcomes

Probability

Caused by
act of

independent
3rd party

lNo

Complex
event
that cannot be
predicted

e

Human error
that cannot be
eliminated

INo

Determining Preventability

Yes ;

Yes 3

—

A
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lNo
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Act of nature  ——
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unpreventable
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Event / Action Process Overview

) |||l ' ) Record
m and trend

Causal Analysis
(If Required /
Possible)

Data Quality Ladder
Ea_c‘ Precise, accurate, verifiable, measurable
Deﬂ ucl;ion Logicalinference
Assuml#tion Something taken for granted; a supposition
) ini&n May be based on gut feelings, experience
Ogelie& A strongly held conviction
Hiearsély Second-orthird hand

u esa May be “wild” or “educated” (WAGs or SWAGs)

Eéntﬁé% No basis in reality

Data Quality Ladder
F;aat Precise, accurate, verifiable, measurable

Dedu—cv i ON Logical inference
ASS“ m #ti o n Something taken for granted; a supposition

i n ib n May be based on gut feelings, experience
. 1 !. - -

e I |ef A strongly held conviction

H arSéy Second-or-third hand information

u es May be “wild” or “educated” (WAGs or SWAGs)

- ntagby No basis in reality
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Resource Efficient Analysis
HIGH | Cause &
effect
;nalysis }
tools
“X” Why
Effort
Required ) V
1 Why
1 Two Box
LOW .
Low Event Complexity HIGH

5 |

Causal Analysis
(If Required /
Possible)

NEsl |

Immediately
Preventable?

Event / Action Process Overview

Record
and trend

Purpose of resource spend is to
prevent Unplanned Event from
happening again.
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What is happening now? » Slip
Current Undesirable * Lapse
Acts of People . Mistake
 Violation

Immediately Preventable?

Related to Human Error?

Focus
Remind
Inform
Motivate

L1

hat is happening now?
Identify Current Undesirable
Acts of People

Implement an
achievable Corrective
Action that will result

in this behavior change
in the real world.

If no such action can be defined,
Unplanned Event is not
immediately preventable.

Immediately Preventable?

What will happen?
Identify Desired Future
Acts of People

Final Step: Validate
Corrective Action.

Cause something
to happen

Corrective Action

Relevant and effective
in preventing the
unplanned event

The vPSI Test™
This method is called “2-Box”
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Validation of Corrective Actions

Cause
something to
happen

Corrective Action
nd effective

in preventing the
unplanned event
+ that addresses
Human Factors
(reliably, in real life)

It MUST be possible to identify a cause and effect relationship between
an activity presented as a Corrective Action and the desired result.

Actions You Can Take Right Now

*  Gap / Opportunity Analysis of current processes from Human
Performance perspective

* Implement significance and preventability filters
*  Facilitate HAZOP-like Human Performance risk reviews

* Develop and train onsite Data / Evidence Gathering Protocol to allow
incorporation of Human Performance in incident investigation process

* Train personnel in resource efficient and effective analysis of Human
Performance issues

*  Train personnel in development of efficient and effective corrective
actions against Human Performance issues

* Measure the effectiveness of the organization’s response to
Unplanned Events, including those involving Human Performance

* Note “Train” in this context means impart and maintain competence
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Future Webinar

Please join us for the sequel:

* Investigating unplanned events in a fraction of
the time currently spent (including near
misses)

& Risk Tolerance and Human Performance
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